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1. Policy Objective

To ensure the YMCA-YWCA of Winnipeg (“the Association”) balances the need to
maintain a safe environment with the privacy rights of individuals when using video
surveillance systems. The Association collects and manages video surveillance images in
accordance with the Personal Information Protection and Electronic Documents Act
(PIPEDA).

2. Guiding Principles

e The Association prioritizes safety through non-technological measures first, such
as staff presence, safe facility design, and strong Codes of Conduct.

e Video surveillance is used only when necessary to enhance safety or protect
property.

e Surveillance will be open, not covert.

e Privacy intrusion will be minimized at all stages.

e Collection, use, disclosure, and retention of personal information will comply
with PIPEDA.

3. Policy Statement

The Association uses video surveillance to promote and maintain a safe environment for
members, program participants, employees, volunteers, and visitors. Video surveillance
is operated in a manner that respects individual privacy rights while supporting safety,
security, and lawful operations.

4. Scope
This Policy applies to all Association-owned or leased facilities and covers:
e All fixed or temporary video cameras
e Recording devices and storage systems
e Monitors and viewing stations
e Software, servers, mobile devices, and network infrastructure used for video
surveillance

5. Application

This Policy applies to all YMCA-YWCA employees, volunteers, contractors, and service
providers who install, maintain, operate, access, or review video surveillance systems or
footage.

6. Definitions
e Authorized Personnel: Individuals approved in writing to access, review, or
manage video surveillance systems or footage.
e Camera: A device that captures visual images.
e CCTV: Closed-circuit television.
e Employee: All staff employed by the Association.



e External Authority: Law enforcement, regulatory bodies, insurers, or other
authorized parties.

e Monitoring: Viewing live footage.

e Remote Access: Viewing footage from outside through secure, approved
methods.

e Personal Information: Recorded information about an identifiable individual.

e Privacy Breach: Unauthorized access, disclosure, copying, use, or loss of personal
information.

e Video Surveillance Equipment: Cameras, monitors, servers, software, storage, IT
infrastructure.

7. Purpose and Rationale
Video surveillance is used to:
e Discourage inappropriate or unlawful behaviour
e Promote a safe environment
e Support investigations of incidents
e Protect Association assets

8. Specific Directives

8.1 Pre-Installation Requirements

Prior to installation of video security systems, the following must be considered.
e Threat assessment
e Evaluate alternatives
e Privacy impact minimization

8.2 System Design
e Cameras may operate 24/7
e Cameras only in necessary areas
e No cameras in private areas
e Secure storage
e No audio recording

8.3 Public Notice
e (Clear signage with purpose and contact information

8.4 Authorized Personnel
e President & CEO
e VP Finance & Risk Management
e Manager, IS
e MIS staff
e Designated managers



8.5 Recording and Retention
e Minimum 60 days retention
e Longer only for investigations
e Controlled deletion

8.6 Access to Records
e Only authorized persons
e All access logged

8.7 Storage and Security
e Encrypted storage
e Controlled access
e No personal storage

8.8 Disclosure and sharing
Video footage may be shared with the following:
e Law enforcement, courts, Association insurers, regulators
e Association management as required for incident investigations
e Not-for-profit Community Safety organizations
o View only access, no storage or download capabilities
o Only for exterior and public access spaces, no access to video feed from
program spaces
o Only with a written agreement authorized by the President and Chief
Executive Officer or the Vice President Finance and Risk Management
e Document all disclosures

8.9 Individual Access
As video images are personal data under PIPEDA individuals do have the right to access
their images.

e Written request must be sent to:

o YMCA-YWCA of Winnipeg, Privacy Officer, 301 Vaughan Street, Winnipeg
MB R3B 2N7 or email privacy@ymanitoba.ca
e 30-day response goal
e Redaction costs may apply

8.10 Record of Access Requests
e Log date/time, requester, purpose, approval

8.11 Reviewing Footage
e Authorized reviews only
e No curiosity viewing
e Reviews done privately



8.12 Real-Time Displays
Notwithstanding other restrictions on where video can be viewed, as a visual reminder
that video security is in use, real-time displays can be used

e Onlyin same area as camera

e Onlyin public areas

e Cannot view stored footage

8.13 Custody and Disposal
e 60-day retention unless required longer
e Secure destruction of storage devices

9. Privacy Breaches
e Must be reported immediately
e Containment, investigation, recovery
e Notification as required by PIPEDA

10. Public Inquiries
e Directed to VP Finance & Risk Management, 301 Vaughan Street, Winnipeg MB
R3B2N7 or email privacy@ymanitoba.ca

11. Accountability

e VP Finance & Risk Management: Compliance, training, approvals, reviews.
e Managers / VPs: Implementation, training, reporting breaches.

e Manager IS: Technical compliance, audits, security.



